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Introduction
The UN Office of the High Commissioner for Human Rights was founded in
1993 to promote and protect human rights in the international community.
The High Commissioner for Human Rights coordinates human rights efforts
throughout UN bodies and works directly with international governments to
protect human rights around the world. The committee will work together to
create a resolution that preserves the human right to privacy in an
increasingly digitized world.

Defining Privacy
The United Nations has not issued its own definition of privacy, but several
governmental organizations and individuals have attempted to define the



concept. Author Alan Westin describes privacy as “the desire of people to
choose freely under what circumstances and to what extent they will expose
themselves, their attitude and their behavior to others”. The Australian
Attorney-General’s department similarly defines it as “freedom from
unwarranted and unreasonable intrusions into activities that society
recognizes as falling within the sphere of individual autonomy.” For the
purpose of this committee, both of these definitions will be utilized.

Privacy as a Human Right
The UN Declaration of Human Rights, published by the United Nations
General Assembly in 1948, guarantees privacy as a fundamental right, stating
that “No-one should be subjected to arbitrary interference with his privacy,
family, home or correspondence, nor to attacks on his honor or reputation.
Everyone has the right to the protection of the law against such interferences
or attacks.” Human rights advocacy groups agree that privacy is inalienable
and must be protected. Notably, privacy is considered a qualified right rather
than an absolute right, meaning that it can be violated in the interest of
other, more absolute human rights, such as the right to life and safety.
Advocating for the protection of this right since its inception, the United
Nations has seen privacy laws created in many of its member states over the
past few decades. One of these laws, the EU’s General Data Protection
Regulation, was passed in 2018 and is the world’s strictest privacy law. The
GDPR offers an array of legal terms which require transparency about data
collection from any company that operates in the European Union. Under the
GDPR, collecting personal data must be justified for legitimate and/or
consensual use. Despite laws such as the GDPR being passed, several UN
member states have not followed. Over a third of states do not have any
legal privacy protections. The OHCHR continues to advocate for more
widespread adoption of privacy protection policies around the world.



Surveillance in the Digital Age
While digital technology has the potential to grant more protection to human
privacy than ever, it is also perhaps the biggest threat to privacy today.
Privacy has become increasingly pertinent to international discussions of
human rights in the twenty-first century. With the rise of the internet, social
media, and digital communication, privacy is constantly at risk for the
average citizen. Oftentimes, these violations come in the form of surveillance,
either by a government or by a private agency. A government may attempt to
surveil either its own citizens or the citizens of a foreign country in the
interest of security but often without regard to privacy. The OHCHR has
acknowledged the usefulness of state-led surveillance programs to protect
against internal or external threats, crime, and terrorism. Privacy is not an
absolute right but a qualified right, so it can be interfered with in the interest
of security and protection. However, the OHCHR has also voiced its
discontent with the lack of transparency within many states’ surveillance
programs. Many of these programs do not clarify the necessity of
surveillance, instead surveilling people habitually without regard to the
human right of privacy. Additionally, without systems in place to keep
information agencies accountable, individuals can be targeted for the wrong
reasons, whether that be their political beliefs, nationality, or another matter
of identity. The United Nations has stated that it is vehemently opposed to
mass data collection and observation of citizens without a clear and present
necessity to do so. Unfortunately, many nations continue to collect data on a
massive scale, using increasingly efficient technology to do so without
disclosing their framework for deciding who will be monitored. Unnecessarily
stored metadata about browsing, location, and communication has been
deemed a threat to privacy rights by the OHCHR. Because many states lack
sufficient legal framework to protect the privacy of its citizens, it can be
difficult for a citizen subject to surveillance to seek a remedy. It is even more
difficult for citizens to seek remedy from the government of a foreign country
which is surveilling them. Besides governments directly surveilling citizens



through digital programming, many privacy threats are attributed to private
companies. Companies may use private consumer data for a variety of
reasons, especially advertising. Because digital companies have more access
to the data of consumers than ever before, many governmental policies do
not sufficiently safeguard against violations of privacy by these companies.
Even the countries that do include privacy protection policies in their legal
frameworks may have outdated policies that don’t account for the power of
technology to breach consumer privacy. Concerns about private companies’
usage of consumer data have been increasingly raised over the past decade.
The UN Special Rapporteur on the Right to Privacy has objected to the lack of
accountability for companies when it comes to openness about consumer
data collection.

Identification Systems
Identification Systems are another potential threat to citizen privacy when
incorrectly used. ID systems are increasingly pertinent today. Privacy
International, a non-profit human rights group, expresses its concerns about
the “growing scope of ID.” With new technologies such as biometric facial
recognition, governments are given the ability to control and monitor large
swathes of the population. Research by Privacy International shows that
biometric databases created for one purpose may extend into other projects,
sometimes projects used by the private sector. Many threats arise from such
identification. For instance, biased institutions may use a person’s identity to
discriminate against that person. If a corrupt organization wishes to exclude
certain individuals based on an element of identity, ID systems could aid that
purpose. The storage of data on a massive scale also proves dangerous when
threatened by nefarious hackers or information breaches. When information
is transported wirelessly, the network is left vulnerable to cyber attacks,
which threatens the data of citizens and groups. While identifying people is
important, identification systems must also be done in a transparent manner
and with the utmost security to prevent abuse of data.



Past International Action
The Sustainable Development Goals
The Sustainable Development Goals provide a framework for the United
Nations to create a better future for the earth and its people. Each goal
pertains to a different area of importance and has several subtopics that
break the goal down into smaller objectives. SDG 16, “Promote peaceful and
inclusive societies for sustainable development, provide access to justice for
all and build effective, accountable and inclusive institutions at all levels,”
includes subtopic 16.6, which details the UN’s goal to increase transparency
and accountability in institutions at all levels. This goal directly pertains to the
issue of privacy, as it falls in line with the need for increased governmental
transparency when it comes to civilian surveillance and data collection.
Under this subtopic, the UN has tracked the spending compared to the
approved budget of governments worldwide capabilities s a way to monitor
corruption. While the achievement of SDG subtopic 16.6 could protect the
right to privacy, concerns have been raised that other SDGs pose a risk to
privacy. For instance, critics of SDG subtopic 16.9, which aims to provide a
legal identity and birth registration for all, worry that elaborate identification
systems may lend themselves to illegal surveillance of individuals. While the
Sustainable Development Goals are grounded in human rights, it is
important to evaluate if every goal can be achieved without violating the right
to privacy.
United Nations Action
In 2019, the United Nations Human Rights Council published a resolution on
the topic of Privacy in the Digital Age. Recognizing the need for further action
to protect privacy in the twenty-first century, the HRC created resolution
42/15. Said resolution calls on UN member states to regularly review their
procedures and legislation regarding the practice of surveillance. The
resolution also urges states to create new legislation to safeguard against



digital abuse and encourages businesses to be open about the data that they
collect and store.

In addition to draft resolutions, the United Nations OHCHR has created
reports on digital privacy protection efforts in the past few years. In 2014, a
panel on personal surveillance was requested by the Human Rights Council.
The panel, which included 34 UN member states and a variety of
Non-Governmental Organizations, spawned lots of discussion on how to
combat dangerous abuses of surveillance. After the adoption of GA
resolution 42/15 in 2019, the OHCHR organized an expert seminar on the
topic of digital privacy which led to much insight from human rights experts
from world governments, non-profit human rights organizations, and UN
bodies. This seminar, which took place in May of 2020, allowed leading
experts on digital privacy rights to discuss the benefits and risks of artificial
intelligence, world legislative frameworks on digital privacy, and other
safeguards that can be implemented against privacy breaches when using
technology.

Questions to Consider
1. Does my country’s government practice surveillance? What does the
government use surveillance systems for?

2. What kind of legislation is in place in my country to protect privacy rights?
Is there constitutional protection of privacy as a human right?

3. Are there safeguards against the unjust collection of consumer data by the
private sector in my country?

4. When can identification systems be efficient and useful systems? Can a
complex digital identification system be implemented without breaching
civilian privacy? In what way might this be done?



5. Because privacy is a qualified right, what are the situations in which
breaching civilian privacy is necessary? How can the international community
create guidelines to qualify privacy rights?

Possible Solutions
In the past, the United Nations has created reports and summits to foster
communication between states about the importance of privacy. These types
of summits can be incredibly beneficial to spread awareness about threats to
privacy in the digital age. Additionally, the reports detail the insight from
member states and organizations at these summits, allowing the public to
read expert discussions about the issue of digital privacy. Informing the
global public about their rights is important for preserving these rights. The
committee may create initiatives to inform more people about digital privacy
rights worldwide.
Additionally, the committee may want to encourage member states to take
further action in legislation. Despite the previous resolutions passed by the
General Assembly on the topic of digital privacy, there remains a very large
fraction of states that do not have legislation protecting privacy. Therefore,
further monitoring these states and pushing for legislation reform may help
protect civilian privacy worldwide.
Another solution may be research into the benefits and dangers of
surveillance and identification systems. Because these systems are being
developed increasingly often in the past decade, awareness of their possible
positive and negative uses may be extremely useful in mitigating breaches of
privacy rights.
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